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SYSTEM AND METHOD FOR DETECTING AND 
INDICATING COMMUNICATION PROTOCOLS 

Background 



The disclosures herein relate generally to devices utilizing communication 
protocols and, more particularly, to a system and method for detecting and 
indicating communication protocols. 

Communication devices such as routers, switches, and NIC (network 
interface cards) communicate using predefined methods that are formalized as 
protocols. For increased cost efficiency and interoperability, a communication 
device may include support for more than one protocol. The challenge for users of 
such a device is determining the protocol or protocols being used at a given time to 
identify and resolve communication issues. 

It would be desirable for a user of a device utilizing communication protocols 
to be able to determine the protocol or protocols used at a given time in order to 
reduce time and costs associated with identifying and resolving communication 
issues. Accordingly, what is needed is a system and method for detecting and 
indicating communication protocols. 
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Summary 

One embodiment, accordingly, provides a system that includes a first 
5 indicator, a second indicator, and a device associated with the first indicator and the 
second operator. The device is configured to receive a packet. The device is also 
configured to detect a first protocol associated with the packet and cause the first 
indicator to be activated in response to detecting the first protocol. The device is 
further configured to detect a second protocol associated with the packet and cause 
10 the second indicator to be activated in response to detecting the second protocol. 

2 A Principal advantage of this embodiment is that various shortcomings of 

£ previous techniques are overcome. For example, the embodiment provides a user 

,fj with the ability to determine the communication protocol or protocols used by a 

gi5 system at a given time. Accordingly, time and costs associated with identifying and 

s resolving communication issues may be reduced. 

;JJ Brief Description of the Drawings 

If J" - <.' 

20 F '9- 1 a is a diagram illustrating an embodiment of a system for detecting and 

indicating communication protocols. 

Fig. 1b is a diagram illustrating an embodiment of a packet. 

25 Fi 9- 2 is a diagram illustrating an embodiment of a plurality of indicators 

coupled to a first device and an embodiment of a plurality of indicators coupled to a 
second device. 
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Fig. 3 is a diagram illustrating an embodiment of a plurality of indicators 
associated with a plurality of platform layers. 

Fig. 4 is a flow chart illustrating an embodiment of a method for detecting and 
5 indicating communication protocols. 

Detailed Description 

Fig. 1a is a diagram illustrating an embodiment of a system 10 for detecting 
and indicating communication protocols. System 10 includes a device 100 and a 
plurality of indicators 1 12a and 1 12b through 1 12(n). System 10 may include any 
number of indicators 1 12 as indicated by the ellipsis between indicator 1 12b and 
indicator 1 12(n). Indicators 1 12a and 1 12b through 1 12(n) may be referred to 
herein collectively as indicators 112 or individually as an indicator 112. Device 100 
includes a module 120. 

Device 100 is configured to receive and/or transmit communications signals 
to communicate with other devices (not shown) using a plurality of connections as 
indicated by arrows 130, 132, and 134. Arrows 130, 132 and 134 represent 
computer networks, direct electrical connections, wireless connections, or any other 
connection configured to allow device 100 to communicate with other devices. 
Other embodiments may include other types or numbers of communication signals 
as indicated by the ellipsis between arrow 132 and arrow 134. 

Device 100 also includes module 120. Module 120 is configured to detect a 
one or more protocols associated with a communications signal such as a packet. 
Module 120 causes an indicator 1 12 to be activated in response to detecting each 
protocol. For example, module 120 may cause indicator 1 12a to be activated in 
response to detecting a first protocol associated with a communications signal and 
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may cause indicator 1 12b to be activated in response to detecting a second protocol 
associated with the communications signal. Additional indicators 112 may be 
activated in response to detecting additional protocols associated with the 
communications signal. Module 120 may cause protocols associated with a 
5 communications signal to be detected simultaneously or sequentially. Likewise, 
module 120 may cause indicators 112 associated with each detected protocol to be 
activated simultaneously or sequentially. In this way, multiple indicators 112 may be 
activated at any given time to indicate multiple protocols being used by device 100 
at the given time. 

10 

O Indicators 112 may each be any suitable device configured to provide visual 

J indications to a person such as a light or a light-emitting diode (LED). Indicators 112 
[* each include an ability to indicate at least two possible states. For example, an 

indicator 112 may be off to indicate a first state and illuminated to indicate a second 
[lis state. In this example, the first state may indicate that a protocol has not been 
^ detected by module 120 and the second state may indicate that a protocol has been 
Cj detected by module 120. Accordingly, module 120 activates an indicator 1 12 by 
SS causing indicator 1 12 to reveal a particular state. Module 120 may also cause an 
O indicator 1 1 2 to be set or reset to a different state. 

■j m 

20 

Indicators 1 12 may be activated in a number of ways. In one embodiment, 
each indicator 1 12 is associated with a particular protocol and includes a light. 
Module 120 causes the light to be turned on in response to detecting the use of the 
protocol by device 100. In other embodiments, indicators 112 may include one or 
25 more devices configured to generate various sounds in response to being activated. 
In further embodiments, indicators 112 may include devices configured to display 
characters to indicate a detected protocol or detected protocols. 
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Module 120 may include one or more hardware components and/or one or 
more programs (i.e. software components) configured to perform the functions 
described herein. For example, module 120 may be a hardware module included in 
device 100. As another example, a program or other code embodying the functions 
5 of module 1 20 may be included as a part of a device driver of device 1 00, a 

firmware of device 100, an operating system, an application level library function, or 
any other program configured to detect protocols associated with communications 
signals. In an embodiment where module 120 includes a software component, 
module 120 may detect protocols by detecting device driver or application library 
10 calls. 

:jj In one embodiment, device 100 is a router. A router is a device that couples 

Ik to two or more networks, receives communication signals from the networks, and 
transmits communication signals to the networks. A router may determine which 
yi5 network to transmit the communications signals in response to a table of routes 
!U included in the router. In another embodiment, device 100 is a switch coupled to 
'"4 other devices. A switch receives and/or transmits communication signals between 
J the devices allowing the devices to communicate. In a further embodiment, device 
0 100 is a network interface card (NIC). A NIC couples a first device such as a 
20 computer system to a network to allow the first device to communicate with other 
devices. In still a further embodiment, device 100 is a storage device coupled to 
another device. The storage device transmits communication signals to and/or 
receive communication signals from the device to facilitate data storage 
transactions. In yet a further embodiment, device 100 is a network adapter 
25 configured to communicate with different devices using different protocols. The 

network adapter may be located on a card that is included as part of another device. 
In other embodiments, device 100 may include any device configured to transmit 
and/or receive communication signals. 
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Fig. 1b is a diagram illustrating an embodiment of a packet 140. Packet 140 
is one example of a communications signal that may be transmitted or received by 
device 100. Module 120 may detect one or more protocols used by device 100 at 
any given time by detecting information in packet 140. 

Packet 140 includes a first header 142 and a data 144. Data 144 includes a 
second header 152 and a second data 154. Second data 154 may contain an 
additional header (not shown) and data (not shown). Headers 142 and 152 may 
include information about the packet such as a destination address, an origination 
address, a size of packet 140, and an indication of a protocol. The information may 
be specific to one or more protocols and may be used to determine one or more 
protocols associated with the packet. Accordingly, in one embodiment, module 120 
may detect a first protocol associated with packet 140 in response to information 
included in first header 142. Module 120 may also detect a second protocol 
associated with the packet 140 in response to information included in the second 
header 1 52. Module 1 20 may further detect other protocols using other headers 
(not shown) in packet 140. 

The operation of the embodiment of Fig. 1 may be seen by way of examples 
in Fig. 2. Fig. 2 is a diagram illustrating an embodiment of a plurality of indicators 
240 coupled to a first device 200 and a first device 220. Device 220 is a NIC and 
will be referred to as NIC 220. 

In one embodiment, a plurality of indicator panels 202, 204, 206, and 208 is 
included in device 200. Device 200 may include a switch, a router, a storage 
device, and/or any other device configured to receive and/or transmit packets. 
Device 200 includes a plurality of connection interfaces 212, 214, 216, and 218. 
Each of the connection interfaces 212, 214, 216, and 218 may be coupled to a 
network, another device, a wireless connection device, or any other interface 
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configured to facilitate communication with other devices. Each of plurality of 
indicator panels 202, 204, 206, and 208 is associated each of plurality of connection 
interfaces 212, 214, 216, and 218, respectively, as shown in Fig. 2. For example, 
the indicators included in indicator panel 202 are activated in response to detected 
protocols associated with connection interface 212. 

In another embodiment, an indicator panel 222 is included in a NIC 220. NIC 
220 includes a connection interface 224. Connection interface 224 may be coupled 
to a network, another device, a wireless connection device, or any other interface 
configured to facilitate communication with other devices. Indicator panel 222 is 
associated with connection interface 224. Accordingly, the indicators included in 
indicator panel 222 are activated in response to detected protocols associated with 
connection interface 224. 

As shown in Fig. 2, indicator panel 240 includes a plurality of sets of 
indicators 242, 244, 246, and 248. Each of plurality of sets of indicators 242, 244, 
246, and 248 may be associated with a different platform layer shown in Fig 3 and 
described below. Each of plurality of sets of indicators 242, 244, 246, and 248 may 
include one or more indicators, and the number of indicators may depend on the 
number of protocols supported by device 200 or NIC 220 for the corresponding 
platform layer for the corresponding connection interface. In addition, each 
indicator included within each of plurality of sets of indicators 242, 244, 246, and 
248 may correspond to a specific protocol supported by the corresponding platform 
layer by device 200 or NIC 220 for the connection interface to which the indicator 
panel corresponds. 

In another embodiment (not shown), an indicator 240 may be located 
externally and / or remotely from an associated device. For example, an indicator 
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240 may be located on a rack that houses a device associated with the indicator 
240. 

Fig. 3 is a diagram illustrating an embodiment of a plurality of indicators 
associated with a plurality of platform layers and a plurality of protocols. In the 
embodiment shown in Fig. 3, the layers include a physical layer 300, a data link 
layer 320, a network layer 340, and a transport layer 360. 

Physical layer 300 includes indicators 302, 304, and 306. Each indicator 302, 
304, and 306 is associated with a different protocol that operates in accordance with 
physical layer 300. Examples of physical layer 300 protocols include Fibre Channel, 
Ethernet, Synchronous Optical Network (SONET), and InfiniBand. Physical layer 
300 is responsible for passing bits onto and receiving them from the connecting 
medium. Physical layer 300 handles the electrical and mechanical and / or wireless 
characteristics of the signals and signaling methods. 

Data link layer 320 includes indicators 322, 324, and 326. Each indicator 
322, 324, and 326 is associated with a different protocol that operates in 
accordance with data link layer 320. Examples of data link layer 320 protocols 
include IEEE 802.3 and High-level Data Link Control (HDLC). Data link layer 320 is 
responsible for node to node validity and integrity of a transmission. 

Network layer 340 includes indicators 342, 344, and 346. Each indicator 342, 
344, and 346 is associated with a different protocol that operates in accordance with 
network layer 340. Examples of network layer 340 protocols include Internet 
Protocol (IP) and Internetwork Packet Exchange (IPX). Network layer 340 
establishes the route between the sending and receiving devices. The node to node 
function of data-link layer 320 may be extended across the entire internetwork. 
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Transport layer 360 includes indicators 362, 364, and 366. Each indicator 
362, 364, and 366 is associated with a different protocol that operates in 
accordance with transport layer 360. Examples of transport layer 360 protocols 
include Transmission Control Protocol (TCP) and User Datagram Protocol (UDP). 
Transport layer 360 is responsible for overall end to end validity and integrity of a 
transmission. Data link layer 320 may only responsible for delivering packets from 
one node to another. Thus, if a packet gets lost, transport layer 360 may detect that 
the packet has been lost. 

Each layer 300, 320, 340, and 360 may also include other functions of an 
Open System Interconnection (OSI) layer defined by the OSI model. Other layers or 
other functions within each layer are possible and contemplated. In addition, the 
protocols listed above for each layer 300, 320, 340, and 360 may provide services to 
other layers. 

Fig. 4 is a flow chart illustrating an embodiment of a method for detecting and 
indicating protocols. In Fig. 4, a packet is received or transmitted by a device as 
indicated in 402. One or more protocols associated with the packet are detected as 
indicated in step 404. The protocols detected may be from the same or different 
platform layers in a layer model. Each protocol may be detected by examining one 
or more headers included in the packet. The detection of protocols in step 404 may 
be performed by one or more hardware and / or software components included in 
the device. An indicator is activated, as indicated in step 406, for each protocol 
detected in step 404. 

As can be seen, the principal advantages of these embodiments are that 
various shortcomings of previous techniques are overcome. For example, the 
embodiment provides a user with the ability to determine the communication 
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protocol or protocols used by a system at a given time. Accordingly, time and costs 
associated with identifying and resolving communication issues may be reduced. 

Although illustrative embodiments have been shown and described, a wide 
range of modification, change and substitution is contemplated in the foregoing 
disclosure and in some instances, some features of the embodiments may be 
employed without a corresponding use of other features. Accordingly, it is 
appropriate that the appended claims be construed broadly and in a manner 
consistent with the scope of the embodiments disclosed herein. 
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